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Introductmn(lib&bl )

e Performance of IT Research Art Ltd.
* http://www.itresearchart.biz/?page_id=15

Ministry of Internal Affairs and
Communications(MIC): "Contract for research
and study on the state of laws and regulations in
foreign countries concerning the secrecy of
communications for telecommunications
services to respond to issues such as information
security measures" (February 2014)

MIC : “Contract for research and study on
measures against rights-infringing information
on the Internet in other countries" (FY2015)

Research on infringement of rights

* The distribution and viewing of rights-infringing
information(such as information on privacy
violations and defamation) on the Internet has
become a social problem.

* caused irreparable damage to individuals, as well as
economic disadvantages
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Debate on Site blocking in 2018(YrMbJ Oy
X2 DiEam-20184F)

* Concept - W= _ -
* A technical technique of an Internet + BIEOWAES b"? B—EEL s A5
intermediary that makes it impossible for the w%%&%?ﬂ Ael=9 «F/St JME;? y}

recipient to receive a communication without "
any consent from both parties to the *E*-ﬁﬁ’] &R R \
communication. « KRFHhRf%GE
. FERSSN . CODA ABR & {EEE RS L JASRAC, &R
Positive views B'Eiﬁi KADOKAWA. 1T B I i 75 —
* Major publishers etc. d:&
- CODA, MPPAJ,JASRAC,, Kodansha, Shueish ‘ .
KADOKAWA. Bross Information center st - [EEL R
°« — 'J'E' —_—
° CautiOus V|eW Fll E%qliklﬁiﬁlii@cuéﬁ /’?;(JIL’%J)K ﬂﬁD*A .lii
* Japan Information Law Institute (JILIS), Japan JPNIC —F]x* [ )¢'_£L“/’5‘—*J :l./T./‘J‘t’
Internet Providers Association (JAIPA), JPNIC, 74 z §frEEANENA )l/:l/T/‘Jé

Internet Content Safety Association (ICSA), Tﬁ* ¥ (EMA) . — BT FiE A A BZ—2y
Mobile Content Examination and Management |~ —"ﬂ‘— m'g MIAU) . * ﬁﬁj{%’}z\

Association (EMA), Internet Users Association
(MIAU), Housewives' Federation of Japan, etc.



Basis of Negative View([BEE 7% R 2 D EHL)

* Concern of “violation of Secrecy * BIEDMWEDERDZERR

of Communication” . B |$ Zﬂfl] LT ER AR
* Objection against “Necessity” as BOEHEIZDONT

justification IOy DERTRLHE
e Evasion of blocking/Fear of over  /HEEHH 5

blocking - BURF AN EET H(EEVSTR

e “Coercive” State “hope” evades  ZEfii 9 5)

from rule of law



Basics of “Secrecy of communication”(a.k.a

EEDHZE )

e Section21 subsection2

* No censorship shall be maintained, nor shall the
secrecy of any means of communication be
violated.

e Telecommunication Business Act(Protection
of Secrecy)

* Articled4 (1) The secrecy of communications
handled by a telecommunications carrier must
not be violated.

* (2) A person who is engaged in
telecommunications business must not disclose
other persons' secrets which came to their
knowledge while in service with respect to
communications handled by a
telecommunications carrier. The same applies
even after that person has left office.

o EE2155218
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Constitution Section21 subsection2(&i%2155218)

ined, nor shall the secrecy of any mean: be violated.

communication
/A’glj\

TBAESEIEE £ )(TRE DRI Protection -

(1) The secrecy of| communications \ndled by a tele I I
(EXURTE DEFFIZFHLBEDWEIL.

Other person’s secret
(2) A person who is engaged in telecommunications business must not disclose uurer persors secrets which came to

their knowledge while in service with respect to communications handled by a telecommunications carrier. The same
applies even after that person has left office.

(BEXBEEFRNFENMEEICEALTHYF AN DOBEETFORETNILESLN )




Legality of Site blocking
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Issuel(Zm R 1)-

On the same battle field?(ZHF I MAEO>TLNEDH)

v
v
v
y

E&ﬁh\\g- T%(/i‘fitl/\')ﬁ/
& E A9 5)-evasion of law”

 EEMHEHASERELTDRER
LS D E 2 DLV T-

"Necessity” should be limited.

Legality “forward pass”(BII/ N\ A D & &%)

- BFIFTO i 5 (FFEERFITH

I HORUETEE)-remedy

s TONAF L BRIERFTIRHR

THHZEZHALMNICHEICE
1L TULYf=]1-actual acknowledge

of illegal information
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11 1IELUYVE R (“Well thought” Question)

s VR RFIREA,
- BFIFR(FE R RSB TELT ZCENTELZO0 (EAMMEIMNER) ? (Q1.1)

gbrfﬁ%ﬂ’]fq_/ '|ﬁ*&ﬁ‘muﬁbfb\é-_&’éﬁ.ﬂ](actual acknowledge) ILT=&EF (2,
BoDHETEDRBEFIETHENTELDMN ?(Q1.2)

°
TmTII

E%Eﬁlméimfn?ﬁ RTE CEEMALT o 355
* < \')d~ o) ieH 5% JE C 5% o « I B1-BH T i |
Py BIAREE e
telegram case) %%—%@ g(éﬁé@ F?‘EE
. (%"“%i?—i’%%fﬁ%)& é\—??,[(\m . %ﬁ%#&% 1@:& & fE(duty of sto
% ? (freedom of expression is weak, %ﬂb'“t\’) i A C ini'@lﬁ Fn%)E BLld
bo protocteq) T oorom oW L g MEETE BT Jactual

c (R)FTANAFIZREENNTITES "j‘g ,;‘ﬁ,"gj;gg(e -trusted flagger) DVoE#F HY

s (RFBEICERTEGWNEY



A & 1 1ZCFI A (FE (&, 1TE) an
CEMTESHDAGEEERA]

« PRI A[BE(Of course. If so, site blocking is authorised without
doubt.)

« RAL

« BEASFEDOREZHA_LEKBEOMEZRLIZGE THoTH, EAFLE (F
/z'EEE' 36*%,\.‘,:&;&(%&% 37 ) IZ4-BEE5 0. EXETA (FEE 3 F)ITY

=58 F R EENEALHIGEICIE. FISNHICBEDOMEZTRZRT CENHE
SNBDIEIZLED, (BERBESFREICEITATAN\—REFAOXLLEBEDOWE

(289 %H 14 KS4 > (Electronic Telecom Provider’s measures against Cyber Attacks ans
secrecy of communication guideline)] 6 H)

« HFIFTDMSEERIEZDEZIL ? (Q1.1.1-The Constitution and Court
Order)

%5 (Judicial Order) C{E 19 5

5).

IIInI U




O

_I

Iﬁl_/\

|||n|

iy

, d
¢-|T
1]||||

#3515 F 5 (Direct)-State Action

=XABICVEES

‘E%LJ {(direct
application) &3

« RIS EFIR(Tokyo High

F10H30

Court-SF0IcE
H)DFEIiZ

HHFFOMSIE. FiE(T

compliant with Constitution),

(Q1.1.2)

1L11-BFIFTDOa R EFEEDERIE?

ne Constitution and Court Order)

13 FH & 7€ 5t (Negative)(MIC admitted in 1999)
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LUV (Not applied directly)
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(QL.1.2) BFIFFDG T DEZEZDESE

« HRMAEDOREXNERAEFHLEWLESIZEE I NZE(Compliant with

fundamental rights/general principles of EU law, such as the principle of
proportionality)

c BEESNDOREZHEEITAIA?
« ZEH{E¥E (copyright)
« EX M HH(freedom to conduct a business)
c BIEOMEBARDIZE)
- FIAZEDFEHROBRERINZETAA—RI LT O XDIEF| I-the freedom of information of

internet users)

75/£®¢#E§1’L’CL\f&L\iﬁA(mJunctlon does not specify the measures)/Z 1E &
[Zx19 % &1 Bl & A (incurring coercive penalties for breach )I&[BlRE TdH 5.

ﬁﬁﬁéﬁé“%zﬁﬁﬁ'ﬂiuegal Principle)
o bR Bl (Proportionality)
« BENFELEAMBBRT. BANBERNFRZEETIEB T HEHBATIHBHNNDIN., CHIERY

. SEFE() ”STU)DY ON DYNAMIC BLOCKING INJUNCTIONS IN THE EUROPEAN UNION”/UPC Telekabel
2014



ZH12-FAUTAVENEBOEEZFRITTT HEENEL. &
E’JLntFé'c“ﬁ’L’CL\T'li'd'( ) (Just|fication of intermediary)

« TONAFTEFEFIREDALEDITDHEFH R -Rediscovery of Provider Liability Limitation Law
o —RAITE=AR YT EIFEMNEEIZBEBA(prohibition of general monitoring)
o TONAEDEEBRICOVNTOIE—T/\—/\—1ZTFEH T B(safe —harbor of intermediary)

FHODEIEZHILT DIHEZEL-IHZRICE. (B) MEROMBIZE O THEADERNTHICRESN TS EELDHICEYHHEE
DERAHO-IEZEICE. EEEZEDEL

o [E—T/N\—/N\—1DEMEEDIEREFEL. ES7%EDH ? (Liability and justification of countermeasure against illegal
information)

e 2000£E(ZHMF+TH B AR DEEER(Based on Committee’s discussion)

s [BERBEICHITAFAREREEICEI 2 FT(Study Group on the Improvement of the Usage Environment in
Telecommunications) (1996 4F)

- TERBEY—ERIZHITAIERITEIL— )l/( B89 5B ZE £ (Study Group on Information Distribution Rules for
Telecommunications Services) ](1997 - &EE (L. 1998E1}5])

e MO FUMIRTHabO—ILEZRIZLET . :I/T/H»E’fi(i&h‘@f[i&b‘?ﬁ‘]

o [MUA—RYr EDFHRFBEDBEEHERICEEIT SRS — #;REZE — (Study Group on Ensuring the Appropriateness of
Information Distribution on the Internet - Report)J(1999E5ﬁ b\blzﬁ)

'd"\ DH—ERZBHAQHRELIZ LT, BIZ L IFROABREDIRE THONIL, FHROHIRFDHBEERT SRS A RETE
(EHROERATLENE) EOSEAD BT BHE . DEICHLT. BB OCE# CEib(<fio TRt

- [EE

« IEDBRFEANRET DRY . BHENLGRMORIFLTHELARETH A (L. LhHIEFFLE),



2 R 2) “Secrecy of communication”-Fat or Fit

B S DHE DEEIRD B KL LR

2= % (constitutional law
Prohibition*(Actively access*

/ leakage)
Telecommunication Business Act(E &1&

oA OD DA
;lg%;f) lllegal info-cross border




BRE2.1ISPIE. BIEOHNABIEELBEHRTHAZ
EHMA=-OIZRBETHAD_EITEEZTHA?

&% (illegal) 1 3% 5 (authorizes to access)

c NBZHASET « EERIE. BIEDWME | DREIRDAIEXKIE (Fat
&amﬁwma interpretation) _E TiERwZI 5D TH S,

MGISEXST - L megy s g aLTUBEVNSBAD SN T-15
actively access &z %?hi)‘—g%f BEILTWNADOMNEENAZE
[T HARIZEFBRESINTL VS (after actual

knowledge permitted ,of course)
« TANAFEEHIREILRTE

. /%l“a_)id) W DISGEIZHET HHERE. —#RIC
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ENZDOWTIE., iz &Ll 2

7= LY (Not secret-if communication in published nature )

 [BERBEY—EXRIZBITAESHRTE/IL—IL

[Z Fﬂ'a_éflﬁj-uxj Committee on information distribution
rule in the electronic communication service)

.

BE/BXBEERE

[2&%

AT

e (19974-3 &
*ﬁﬁéh#%ﬂa_

24, 1998551JEJ)

« ¥I&(legal term)

- BIEEENCBERNBRICHEENREOHONT, F-FE
$|§75‘T¢#E %yﬂkumﬁ?’%m_tb\b‘l i1 D@BIEE TR
BRI HAIENBHLGLDZTLAARMZEE T L8
{&(communication in published nature) EFESC &L, B

BHGLOEL T ETH7 I RAAIREGEA 22—y b
R—LR—SEHEZRBEICBE TR
« %78 1& DA% (censorship)
. g_%{%%y\O)E%‘\U@E (warning to sender) & &R /@
DI
o HlIF&(deletion)/F FB{Z Lk (stop to use))ébJ:U\ 2§ i bR
(termination of contract)&#& (37|< /L1_0)$J5 F(45&1
IH)/FIAD N5/ HIREEFHB4E)



B2 EFE0PESBEEEZELBIIINODEEZBEIZHLTEALYSAD M

(Applicable to cross border communication)

B TE&(Yes) L RIZPR 5% (No/reasonable respect)
e EZI=TERL (N0 CEE
idea) o I[EEEEME (legislative Jurisdiction) D &I R (X F7E

« BIRELER L #(Constitution superior-minor

s BIEMBAT S opinion)
DL HA « BADEEZFLE (Textbook of the Constitution)
(Constitution Law - . =& (== %53 (TBA)
superior) SE-BRVBIEEEICEAT H55K(Treaty)

= 3 5, 1is =35 Tel der—| d
B R ORI, B e R e S et 16
ZF*E(SECFECV of guarantee)
communication- « %E(US)

fundamental right) . MEEEICHT AERENELD



01522 B DERIFIHRDBIEICHLTIE, TA/NAS
A —D 5t H IR 11T 8] BE-(respect for privacy ,but not
guaranteed)

A(\A/?j/ /‘ - EFEZEERNED ZTDHEHFR-EREIZOINTH,

LRI, BRI AR IN S Z(Parallel world-

coordinated interpretation of law)

o HIRBIEICDOLTIE, ER®D E4E(Sovereign —trans
border search theory)V 5, B ST-FIRAIE ZHS
nd

- MERESTHIR(FER28FE12AIA TS EF
iR-Supreme court 2016/12/9)
« [EEIDBRMTNED., TL L2 AMEHD
BIEITHD
« REM-BNDEIT-EXNEIZFERE(Law

enforcement in foreign country-troublesome)




Optimal balance and Incentive
(B 75/ \7/3(&4/'&/7‘47)

* How to move Pirate’s profit to lawful
copyright holder without infringing
reasonable expectation of privacy?

W (7oA —DEBNLGEFEEEEYT

2B D F R ERSENBEICRELTE
oD H)

IO

Over blocking issues.(A—/\—2J Ov¥ %)
Transparency (& BATE)
Complaint resolution(ZE & EX %)

MIIL-TEF
(independent
decision making)
BEELITEMR
(No fault liability)

->Evidence(GE#LIZE DUV =& )



F &8 (Conclusion)

« 2018F D EBIL., BB DLHENEAMNSIREST=C
» 2018 tragedy without strategy

EEMELTODEMET T NTEFHITE TS T &(Start from “legal

“discussion)

- IKFEFEIEX.TAR
« RBELESNTSIER

E

K 1(Our client is “JAPAN”.NOT Ministry or Industry)
R T=KEA&HSH(Missed many legal issues)

o IFFEIZER R ZYIY 52 [+ LS (differentiate legal issues -remedy, liability,

justification)

« LANGTT7O0—FOFRAML(FRE - LLEER - BFE 5 47)(Multiple

approach-effective /Interdisciplinary, comparative, economics approach)

o RIEHL-FEHL - REHL...2

sFfl(Evidence,evidence,evidence....)



Thank you (Y MNESI T I UVET)
« ZHERMIX.

e ikuo@komazawalegal.org

- SEFHR(FY) -EHDOIOS
- [NAMHLBEIBS-ERAEY—ERIZETAEHRMTEBIL—ILIZEET
HMEE— FHEFE | (19984F ) Z 5L (https://komazawalegal.org/?p=1885)
. 7 EI/\/(’)" EE%'JBE&OD;&Z?ELW ﬁﬁé(condwtﬁ O/NA(% (d: 7 O/\A
(https: //komazawalegal org/?p 1857)

. ISPO)L|ab|I|ty7ﬁ\bResponS|b|I|ty’\ EPRSI AU SA BN EDEUVERELO—L
& | #Hi &5 E (https://komazawalegal.org/?p=1849)

c AF2YY-TAvFUT DRR-MMNEBRAE Y —ERNTORIIIREICE
[THRAR—IA R EEEDEE T HiRRE ]
(https://komazawalegal.org/?p=1842)
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